Course overview
Advanced HP Network Node Manager Software (U5089S)

O

This intensive, five-day course covers the new features
and functions of the NNM 7.0 product. It offers
in-depth training on Extended Topology, Composer,
and Problem Diagnosis. The Extended Topology labs
use an SNMP simulation package called MIMIC. This
powerful simulator allows the product to be run in a
live environment, giving students the opportunity to
experience common deployment problems and learn
how to troubleshoot them. Extensive Composer labs
include viewing event streams prior to correlation,
developing custom correlators, and verifying the
resulting correlated event stream.

Audience Course Obijective
* System or network administrators who are already * Discover and manage Layer-2 switched
familiar with NNM environments as well as layer-3 routed

environments

Prerequm’res * View and interpret dynamic views
* HP Network Node Manager Software on UNIX | * Maximize scalability for Extended Topology
(B4743S) or HP Network Node Manager Software discovery
on Windows | (H1662S). * Describe and configure how ET supports network
* HP Network Node Manager Software Il (B4756S) protocols (VLAN, OSPF, HSRP, IPV6, etc.)
is strongly recommended * Describe and configure ET discovery of
* If you have not completed the above training, you Overlapping Address Domains (private IP
should have extensive experience with NNM addresses and static NAT)
(version 6.x) * Contigure and verify all forms of Composer

correlators
* Describe the operation of the Active Problem
Analyzer
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Benefits to You

Reduce event noise in the Alarm Browsers to
improve operator efficiency

Create custom correlators unique to your
environment and equipment needs

Successfully deploy NNM in large, complex
environments

Configure additional connectivity discovery
including VLANs and meshes

Customize Extended Topology monitoring of the
protocols and services in your network, such as
Overlapping Address Domains (NAT), HSRP, and
OSPFP

Why education services from HP?

Experienced and bestin+the-field HP instructors
Comprehensive student materials
State-of-the-art classroom facilities

Hands-on practice

Focus on job-specific skills

More than 120 training locations worldwide
Customized on-site delivery

Online instructor-led and self-paced training at
http://itresourcecenter.hp.com
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Course Title: Advanced HP Network Node Manager
Software

HP Product Number: U5089S

Category/Subcategory: HP Software/Network
Management

Course Length: 5 days

Level: Intermediate

Delivery Language: English

To Order: You can order this course online at
http://www.hp.com/learn. At the site, select a country,
then choose "registration” or "Book a course" and fill
out the online registration form.

Next Steps: HP NNM Software Il Certification Exam
(490-132)

Next Steps: HP Event Correlation Services Software
(H29483)

Next Steps: NNM Software Express Implementation
Services (H9159A) from HP Consulting



Detailed Course Outline Scaling netmon Discovery and Polling

. * Automatically limit the interf
Introduction utomatically limit the interfaces managed by

netmon
* Update on NNM features since NNM 6.2 * Improve NNM performance by limiting
* Positioning NNM products forward and reverse DNS lookups throughout
* Event reduction NNM

* Describe the basic troubleshooting path for

X Controlling Extended Topology Discovery
management by exception

* Configure Extended Topology discovery

* Start Network Node Manager Home Base
zones

* Launch Dynamic Views from Home Base, the

Alarm Browser, or the Tools menu * Limit the devices passed from NNM topology

to Extended Topology based on IP address or

Discovering Device Connectivity with Extended filters
Topology * Modify zone configurations
* Describe the differences between NNM and * Discover a single zone
Extended Topology discovery * Review Extended Topology data using
* Describe the integration between NNM and ovet_topodump.ovpl

Extended Topology discovery Managing Overlapping IP Address Domains

Enabling Extended Topology * List the reasons for using private IP address

* Activate and verify automatic zone domains
configuration * Describe how network address translation
* Configure protocols for Extended Topology works
discovery * Identify various types of NAT
* Update SNMP configuration * Describe how NNM manages NAT
* Enable NNM Extended Topology (start overlapping IP environments
discovery) * List the required ports to open on a NAT
* Manage NNM Extended Topology processes device
* Check process status * Configure overlapping address domains for
* Configure Extended Topology discovery NNM Extended Topology discovery
schedule * Read NNM'’s Overlapping Address Domain
* Check discovery status views.
* Start an Extended Topology discovery Active Problem Analyzer

Stop a running discovery * Describe the objectives and operation of the

Distributing Extended Topology Active Problem Analyzer
* List the environments in which APA provides

* DIM characteristics of Extended Topology :
status for devices

* Extended Topology and replication
* NNM Views in a DIM environment
* Extended Topology-based views

* Compare and contrast APA functionality with
netmon

* Configure APA operation (requires NNM
7.01)

* Describe event flows through APA

* Describe how neighbor and down stream
analysis is handled
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Interpret the APA statistics display fo verify
health of the software

Configuring Extended Topology Discovery of OSPF

* Configure OSPF seed file and run discovery
* Display and interpret OSPF views

Configuring Extended Topology Discovery of HSRP

Enable HSRP monitoring
* Display and interpret HSRP views

IPvé6 in Extended Topology

* Configure IPv6 seed files
* Configure IPv6 addressing and prefix groups

Display and interpret IPv6 views

Introduction to Event Reduction

* Forms of event reduction available in NNM
* Operation of ECS

* Identify best means of event reduction for a
specific problem

Configuring Event Correlation

* Configure parameters to all correlations
shipped with NNM, such as PairWise,
RepeatedEvent, and ConnectorDown

* Configure parameters to all correlators
shipped with NNM, such as MultipleReboots

* Configure event de-duplication

* Understand pattern deletion in the Alarm
Browser

Introduction to Correlation Composer Development

* Develop event reduction requirements
* Start the Composer interface
* Select the most appropriate template

Creating a Basic Correlator

* Define a Suppress correlator
* Specify an Alarm Signature
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Using Variables in Correlators

Use Constant and Lookup variables

Extract data contained in a varbind into a
variable

Specify an Advanced Filter
Define an Enhance correlator
Access event varbinds

Generate a new event

Using Additional Correlators

* Define a Rate correlator

* Specify a Message Key to link events
* Define a Repeated correlator

* Define a Transient correlator

Relating Events from Multiple Sources

* Define a Multi-Source correlator

Define a set of events

Using Callbacks and Built-In Functions

* Define a discard or create callback
* Pass parameters to a function

* Access C or Perl functions

Best Practices and Tools

* Describe how correlators can work together

* Capture and analyze a stream of events in an
environment

* Replay an event stream
* Trace operation of correlators

* Track and merge fact stores

Combining Correlators

* Examine the OV_NodelF correlators

* Advanced function example - problem
statement and design

* Feedback — concept and example



Configuring syslog Messages for SNMP Appendix D: Configuring Problem Diagnosis

* Give reasons for converting syslog messages Start and stop a Problem Diagnosis Server

info SNMP traps * Link a server to a probe
* Describe how NNM's syslog conversion * link a probe to a server
software works with and without OVO .

Install a probe on a network node

installed * Configure a probe

* Recognize the default syslog to trap * Uninstall a probe

mappings

* Define a pattern to allow extraction of Appendix E: Constructing Advanced Filters
variable data from a message string * Filters streamline NNM data flow

* Configure specific syslog message patterns to * Using object attributes
be mapped to SNMP traps .

. _ Looking inside the filters file
Deploy a syslog configuration * Defining obiject sets

Appendix A: Viewing Your Environment with * Attribute value assertions
Dynamic Views * AVA operators

* Interpret visual cues used in Dynamic Views Building filter expressions

* Access and sort information in Active Tables Special pattern matching in NNM filters

* Expand only relevant areas of displays Regular expressions

" Print o diagram Appendix F: Installing and Configuring NNM on

Appendix B: Securing Dynamic Views Linux
* Describe how Dynamic Views security uses " System requirements and pre-installation steps
tomcat realms * Installing the NNM software
* Configure users and passwords for Dynamic * Configuring Oracle
Views * Verifying NNM
* Configure roles for Dynamic Views * Troubleshooting and known issues
* Configure password encryption for storage * Removing NNM

Appendix C: Using Problem Diagnosis

List the components of Problem Diagnosis

List the requirements for Problem Diagnosis
* Start the Problem Diagnosis view

* Configure endpoints

* Read a Path Map, Path Detail and Trek Detail
diagram

* Describe Problem Diagnosis’ brownout alarms
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